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Context reminder
Challenge for health systems managers

- 3 perimeters that overlap and collaborate :
* Medical devices
* Building management Share data and
 Medical data and software infrastructure

» Polymorphic, agile, and combined threats : today and tomorrow, a
strong attraction for cybercriminals and potentially terrorists

- A strong dependence between assets and complex impact chains...
that can affect the lives of patients and staff

- A Paradox : A lot of information in specialized supervision systems
without communication or integration

Need for a global view in anticipation, protection, and

crisis management




Addressing the challenge...

SAFECARE aims to:

* Provide high-quality, innovative, and cost-effective solutions that will
improve physical and cyber security; and

* Enhance threat prevention, threat detection, incident response, and
mitigation of impact in healthcare infrastructures, through the creation of
a global protection system.

Over the course of 36(39) months, SAFECARE will design, test,
validate and demonstrate 13 innovative elements optimizing the
protection of critical infrastructure under operational conditions
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Four steps to manage the security

.«/\I‘ Analyse threats and learn
Decide / Act PpEq
Patients, employees, assets, and

services to protect
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Overall concept
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Global
Supervision
(HAMS)

Alerting system
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BTMS Overview
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CTMS Overview
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Physical Security Solutions
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Physical Security Solutions P —TT
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Alert and Mobility (IVIAS)
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Id Severity
A#18116
Detector
WP4
Created Confirmed

09/07/2020 18:17 Not yet
Tailgating Id
reception-1-2 A#45679

09/07/2020 18:17

Description
Entered restricted area without authorized access
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Formula

0if Ja; € Path(ag,a;) s.t. impactScorey,,(a;) =0

impactScoreg,,(as) = ; ' '
p tn1 (@) 1-— Z protectionDegree}, | (a;), otherwise

j=1

Where Parh(a,, a;) is the set of all the assets in the path connecting the asset
a, to the asset a;.




For an effective anticipation, the
following knowledge must be acquired:

I m p a Ct *  Cyber and physical architectures to

identify critical assets exposed to

P rO p a gat i O n threats (scope of damage),

+  Risks engendered by the attacker’s
M O d u I e actions,
+  Protecting measures implemented
to stop potential attacks or reduce
their impacts.
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Interfaces for crisis management

Hospital availability management system

HAMS - Hospital Availability Management System
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HAMS - Hospital Availability Management System

HAMS interface ‘-
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Tests and Demonstration

Test Platform
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European Cluster for Securing Critical
Infrastructures - ECSCI

Scientific activities —_—_

RESIST®

INFRA STRESS ' EUROPEAN CLUSTER |\ COMMUNICATION
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Cyber-Physical Security for
Critical Infrastructures
Protection
Co-located with ESORICS 2020
PowOpen i s 4 chapters written for Workshop organised in September
FEHH I ECSCI book; 2020
7 open access publications Security Incidents in Healthcare Infrastructure during COVID-19 Crisis

and extra conference
proceedings.
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Thank you

More details available on:
- Our website: https://www.safecare-project.eu/
- Twitter: @SafecareP
- -LinkedIn: SAFECARE Project

Philippe.tourron@ap-hm.fr



https://www.safecare-project.eu/
mailto:Philippe.tourron@ap-hm.fr

