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• 3 perimeters that overlap and collaborate :
• Medical devices 
• Building management
• Medical data and software

• Polymorphic, agile, and combined threats : today and tomorrow, a 
strong attraction for cybercriminals and potentially terrorists

• A strong dependence between assets and complex impact chains... 
that can affect the lives of patients and staff 

• A Paradox : A lot of information in specialized supervision systems 
without communication or integration
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Context reminder
Challenge for health systems managers

Need for a global view in anticipation, protection, and 
crisis management

Share data and 
infrastructure



SAFECARE aims to:
• Provide high-quality, innovative, and cost-effective solutions that will 

improve physical and cyber security; and   
• Enhance threat prevention, threat detection, incident response, and 

mitigation of impact in healthcare infrastructures, through the creation of 
a global protection system.

Over the course of 36(39) months, SAFECARE will design, test, 
validate and demonstrate 13 innovative elements optimizing the 
protection of critical infrastructure under operational conditions

Addressing the challenge…
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Project Identity



Four steps to manage the security
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Alert / communicate

Decide / Act

Analyse threats and learn

Collect events

CyberPhysical

Patients,  employees,  assets, and 
services to protect



Overall concept



impacts

Process
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Exchange Data Layer  

HAMSIPM
 (impacts ?)
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  Phisical  security supervision
(BTMS – MAS)

Cyber sécurity 
supervision

(CTMS)

Access 
control

Video 
protection

Building 
monitoring 

system

Fire 
detection 
system

Cascading impatcs 
calulation

(IPM Ontology)

FW-IPS-ID
S SIEM

Threat 
detection 
systems

Global 
Supervision

(HAMS)

Alerting system
(TRAS-MAS)

AI …

Four tools
 for End Users



BTMS Overview

Building threat monitoring system
(T4.5)

SAFECA
RE WP4

SAFECA
RE WP6

Suspicious behaviour 
detection system

(T4.1)

Intrusion & fire
detection system

(T4.2)

Data collection 
system
(T4.3)

Mobile alerting system
(T4.4)

Cameras Access control Fire sensors & Building Management 
System

Impact propagation models & 
Threat response models



CTMS Overview



Physical Security Solutions

Loitering in restricted areas

Dangerous object

Covered face

person

person

Tailgating



Physical Security Solutions

 

Integrated mobile 
alerting system
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Alert and Mobility (MAS)
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IPM impacts … to decide

Figure 4  Assets relationships extracted from cyber and physical architectures

Figure 5 The Modular Structure of the SafecareOnto

 



Impact 
Propagation
Module

Figure 2 IPDSM module global architecture and interactions with other modules of SAFECARE

For an effective anticipation, the 
following knowledge must be acquired:

∙ Cyber and physical architectures to 
identify critical assets exposed to 
threats (scope of damage),

∙ Risks engendered by the attacker’s 
actions,

∙ Protecting measures implemented 
to stop potential attacks or reduce 
their impacts.
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Interfaces for crisis management
Hospital availability management system



HAMS interface
for incidents
 and impacts
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 – Hams Impact graph



Tests and Demonstration

Test Platform

Pilots

AmsterdamTurinMarseille

Cyber 
Range



Scientific activities
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Focus events organised.

4 chapters written for 
ECSCI book;
7 open access publications 
and extra conference 
proceedings.

Website traffic growth.

Workshop organised in September 
2020 



Thank you
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More details available on:
- Our website: https://www.safecare-project.eu/ 

- Twitter: @SafecareP  
- -LinkedIn: SAFECARE Project

Philippe.tourron@ap-hm.fr

https://www.safecare-project.eu/
mailto:Philippe.tourron@ap-hm.fr

