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Hospital context

Paradox of health systems evolution:
* More open (towards patients, towards city
medicine, etc.)

Hospital : « More mobile inside and outside the hospital
Real-time management « Simpler
Quick communication * More secure (GDPR)
But...
INCIDENT * Low resources and complex ecosystems
The work is as huge as the surface of
health systems Crisis mode :
Detection of malicious behavior * To be as agile as the threat
Emergency measures to limit the  To communicate between defensive actors
threat (technical or human) at the speed of attacks to
Prepare the repair synchronize protection at the scale of a hospital, a
Communicate (information about territory of a country, a continent?
threat and mitigation) : |
* Between hosgitals in)a region ; > 4B Needs -
 Between hospitals in a country 2 e To understand possible impacts to manage
* Between hospitals in Europe ... | appropriate decisions and...

* To organize preparation and training




Process to be prepared to manage risks

Technical but also managerial and organizational aspects

1 - Critical system(s)

2 - Existing security systems
3 - Organisational structure in
place

4 - Crisis management
process

5 - Map crisis management actors with SAFECARE system’s users

6 - New organisational crisis management (assessment of human
impacts and ethics point of view)

7 - Specific knowledge to adapt the impact propagation calculation

8 — Understanding complete safecare tools and global process
Training future system users -
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BowTie to map measures (existing and new
ones)
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Risk assessment methodology

The risk assessment
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Scenarios : a representative sample of the complexity

* Scl: Cyber-physical attack targeting power supply of the hospital
» Sc2: Cyber-physical attack to steal patient data in the hospital
e Sc3: Cyber-physical attack targeting IT systems

* Sc4: Cyber-physical attack to cause a hardware fault

* Sc5: Cyber-physical attack targeting the air-cooling system of the hospital
* Sc6: Cyber-physical attack on medical devices SAF%ARE
» Sc7: Cyber-physical attack to steal credentials to access IT systems o

* Sc8: Cyber-Physical attack in access control provider to steal medical
devices

* Sc9: Physical attack against hospital staff using a gun
* Sc10: Physical attack to steal drugs
* Scl11: Cyber-physical attack due to a personal laptop

* Sc12: Cyber-physical attack to block national crisis management




Risk Assessment - Ebios RM Combined with BowTie
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Example with links to standards and
repositories
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Ontology based incidents propagation: Propagation

rules and impact SCOresS (source Cnam paris)

(1) Knowledge acquisition (tables of knowledge)

Asset Asset

1
4

d. (0!1

\ id,
) In

)

Link

Maintainer computer ~ Device threat on network threat on network leadsTo
Maintainer computer Device threat on network threat on network leadsTo
BMS network Network flux anormal / virus Virus leadsTo
BMS network Network flux anorm: al / virus Virus leadsTo
BMS network Network flux anormal / virus Virus leadsTo
BMS network Network flux anormal / virus Vitus leadsTo
BMS network Network flux ano: rmal / virus Virus leadsTo
BMS network Network flux anormal / virus Virus leadsTo

Asset
BMS network

External access tool (VPN) Controller

PLC
PLC

BMS supervision co

BMS central server
BMS switch
Core network

SAF% ARE
—

(3) Impact propagation

___________________

———— S
__________ BMS Supervision \>_ | |
CompRiBE

Network trafic malveillant /anormal  trafic malveillant /anormal :
__________
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. : . | |
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(2) Propagation rules generation

isimpacted(asset2), hasincident(asset2, incident) :-

hasIincident(assetl1, incident), Network(asset1), Virus(incident),
(assetl, controlPoint),

Device(asset2)

(controlPoint, asset2), |

__________

" Dispatch Supervision " Disparch
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< e e



Assets map (from table of knowledge to
map)
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SAFECARE Step by step

Operational
scenarios Ebios RM

Path of mitigation
BowTie

Asset description

Tables of knowledge

Incident propagation
Tables of knowledge

Description of Ebios RM attack paths (up to) workshop 4 (humbering of
elementary actions and identification of detectable ones) : kill chains that
can be used

e NEED TO IMPROVE DETECTION ?

e Describe the assets (with health repositories) corresponding to the support assets vulnerable to
each elementary action of the different paths

e Highlight the measures that can counter or slow down these attacks (Miter Att & ck, 1ISO27002)
e Creation of a BowTie correlating threats, measures and consequences.

e Describe asset context / links / protection measures

e NEED TO IMPROVE IMPACT PROPAGATION MODEL ?

e Describe propagations : Source asset/threat/taget asset/existing
protection

12
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