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How SAFECARE tools mitigate potential cascading effects
and put in place response plans
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SAFECARE Incident

According to the NIST (Stouffer, Falco, & Scarfone, 2011),
an incident is “an occurrence that actually or potentially
jJjeopardizes the confidentiality, integrity, or availability of a
system”

Inside SAFECARE, an incident consists of a set of security
events verified by a human operator(guard or SOC
operator) and forwarded as a unique message to systems
that can evaluate the potential impacts of the incident and

triggers automatic alerts.




SAFECARE Global Architecture
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Data Exchange Layer & Central Database
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Data Exchange Layer and Central DB
Internal Architecture
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Impact propagation and decision support
model

@

A modular ontology that represents the assets, their relations with
other assets, as well as incidents, protections, impacts and risks;
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Impact propagation and decision support
model

An impact propagation rules engine to infer from the knowledge
base a list of impacted assets and the corresponding impact score;

(?incident sco:occurs ?assetl), (?incident sco:realizes ?threatl),
(?threatl rdf:type sco:suspicious interaction), (?assetl rdf:type sco:Device),
(?assetl sco:HostsNetwork ?asset2?), (?asset2 rdf:type sco:Network),

-> (?new_incident rdf:type sco:Incident), (?new incident sco:realizes ?threat2),
(?threat2 rdf:type sco:Network Service Scanning),

(?new_incident sco:occurs ?asset2)



Impact propagation and decision support
model

@

A methodology to analyse threat scenarios (based on the integration of
the EBIOS and Bow-Tie methodologies) to improve the set of
propagation rules and test and validate the generated impacts



Impact propagation and decision support
model
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Hospital availability management system
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How SAFECARE brings reaction plans
to the users: TRAS & MAS

Purpose of each component:

Threat Response and Alert System

Mobile Alerting System

)




Threat Response and Alert System
(TRAS)

* An automated and integrated communication platform to provide end users
with adaptive and efficient notifications and alerts.

* Thanks to these notifications the users can act with swiftness and precision
based on the risk assessment of the current threat.

* Based on a rule processing engine that parses the impacts sent from the
Impact Propagation Model module and executes all communication related to
the reaction plan relative to the current threat.

* The rules are created together with the security authorities to target the

correct security practitioners (both internal and external) based on each
kind of possible threat.

* Integrates current (phone call, SMS) and new (MAS) communication channels
through which the threat response messages are sent to the users.




TRAS: internal architecture
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TRAS: role inside the SAFECARE
environment
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TRAS: threat response examples

€  Threat Response Details

assets/images/fire-evacuation-...

~acility hospital 1
Building building 2
Floor3

cardiology
Room 305

Warc
War

| nram inciim dalar cit amat rancartatur

Reject Accept

| 3 |

e [SAFECARE] A Social engineering
alarm is in progress on Doctor
Mario Rossi. It is a Integrity alarm,
located ROOM-4 First aid entrance.
Impact score: 0.8 !
Answer 1 to acknowledge receipt.
[20201213113441]

o Thank you for your positive
response.

o [SAFECARE] A Social engineering
alarm is in progress on Doctor
Mario Rossi. It is a Integrity alarm,
located ROOM-4 First aid entrance.
Impact score: 0.8 !
Answer 1 to acknowledge receipt.
[20201213113734]

e Thank you for your positive
response.

Sunycat
alert
message

194,

Stakeholder
ACK

Sunyecat
1236 AGKS

[SAFECARE] Impact score: 0.8! Social engineering, Integrity, ROOM-4 First aid entrance

Safecare <safecare@surycat.io>
A Guillaume Gaudel

A Social engineering alarm is in progress on Doctor Mario Rossi. It is a Integrity alarm, located ROOM-4 First aid entrance.
Impact score : 0.8 ! [{'id": "4ELp117p3V25i57f7tBgxk’, 'name’: 'Guillaume’, 'phones': [{'type': 'professional’, 'number":

[], 'created_at": '2020-06-15T14:20:49.921330+00:00', 'updated_at": '2020-09-30T12:47:02.267 [],

'created at': '2020-06-15T14:20:49.921330+00:00', 'updated at'": '2020-09-30T12:47:02.267929+00:00',

‘tags': [{'id": '61dcrNLWMzThLCzjzcCmzS', 'name': '[DEMO] Groupe démo’, 'slug': 'demo-groupe-demo’,

'category': Nonej]}]




Mobile Alerting System (MAS)

* Provides an integrated alerting system to improve reaction times and
enrich the communication between the users and the other modules inside
the SAFECARE environment.

* [tis divided into two components:
* A server module (MAS back end), running inside the hospital network

* A mobile application (mobile app) running on mobile devices
(smartphone and tablet).

* The mobile application, made for both Android and iOS devices,
displays the information about security events in the hospital
and sends back the user’s feedback through the MAS back end.




MAS: structure
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MAS: functionalities

Depending on the role of the user inside the organization the
MAS offers different functionalities:

Report Incident

* Receive Threat Responses with enriched information
(emergency procedures, geolocation, relevant multimedia Threat Responses
data) needed to manage the incident.

* Report specific categories of security threats or incidents
related to a specific failure point in a hospital (e.g. system

. _ Incidents
failure, natural hazard, terrorist attack...),

* Address security incidents discovered by other physical [l
security components (e.g. Video Management System)
implementing a distributed security operations centre.

 Visualize impacts with detailed asset information.




MAS: Threat Response management
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MAS: Threat Response interface

<  Threat Responses

Not Evaluated (1)

24/09/2020 13:34 Not Evaluated

Floor3 Ward cardiology Room 305

Evaluated (1)

24/09/2020 13:33

Floor 3 Ward cardiology Room 305

<  Threat Response Details
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MAS: Incident reporting interface
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MAS: Alert management

Alert
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MAS: Alert interface

Not Assigned (65) q Sfa2ba71-976a-47b6-85fe-1€020eb9 o Sfa2ba71-976a-47b6-85fe-1€020eb9

7813 7813

Id 4259866e-d094-4e3a-9baa-999baf36858e

Created 29/09/2021 16:21 S Severity

Severity Detector ' WP4

Id . 3 ¥ } Status Detector Status Detector
b3a77827-2c0f-4c45-b4b0-18016e1e7062 Not Evaluated WP4 Not Evaluated WP4
Created 29/09/2021 15:15
i i Detector WP 1 '
Severity etector [WP4 Power cut R Power cut ="
Id 54e5785-a013-41d3-bde8-24a23e2522¢1 29/09/2021 16:23 29/09/2021 16:23
Created 29/09/2021 15:14 o o
Severity Detector (NPAR Description Description
- - Power cut Power cut
Id 6d8826bc-9696-4b16-a116-2a23788edaff
Created 29/09/2021 14:56
Being verified (1) Sensor Sensor
Id 28482 Id 28482

Id 5fa2ba71-976a-47b6-85fe-1€020eb97813

Camera Feed Camera Feed
Created 29/09/2021 16:23 == N

Severity Detector ' WP4

You are now in charge of the alert

o

[ ] @ | [ ] @ 4

[ | @ <




MAS: Impact interface

Id  62857da-4849-4d78-9483-541320c23183

Created 30/09/2021 15:58
Created  30/09/2021 15:58
Impacted Assets 3
Id  b5ae4810-69¢2-4108-ab07-d7262fd9dd3a Impact Id [nsteentid

Created  30/09/2021 15:58 6f2857da-4849-4d78-94
83-541320c23183

Impacted Assets 9

Id  a7ce19af-d0af-4412-ad19-dd939f8143c9
Created  30/09/2021 15:58

Impacted Assets 20

Impacted Assets (3)

Id  1043e09a-7ddd-489d-8200-d378d1492774 @ o NEEJL\J/YF?I\'}ELNTG v
Created  30/09/2021 15:13 )
Impacted Assets 3 @ suspicious NETWORKING
i

Id  327a7a14-b806-4714-86af-45d18af65eb4 UOSEENG Rt
Created ~ 29/09/2021 16:26 Asset Id 28432
Impacted Assets 4 )

Location
Id  01720030-b163-4c49-9d4c-0147eb859bcf .

room Local electrique
Created  29/09/2021 16:22
Impacted Assets 5 IDENTIFICATIO
Id  18434885-0917-44e1-8f58-7f53395cd7fc Covered N AND v
Created  29/09/2021 16:03 @ el SYSSEELI\JARSITAYND
Impacted Assets 4 DEVICES

Id  b77c9829-e5f7-4d8e-b1d0-2f368a232eca
Created  29/09/2021 16:00
Impacted Assets 26

Id  dfbfb7bf-8f63-428d-91e9-13810ad789b6




Thank you !

More details available on:
- Our website: https://www.safecare-project.eu/
- Twitter: @SafecareP
- -LinkedIn: SAFECARE Project

Francesco Lubrano
francesco.lubrano@linksfoundation.com

Michele Petruzza
michele.petruzza@linksfoundation.com



https://www.safecare-project.eu/

