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Cyber Threat Monitoring System (CTMS)
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Cyber Threat Monitoring System

SOC analysts and operators:
• correlate information between IT, BMS and medical networks 
• analyze and qualify cyber threats
• visualize impacts of physical and cyber incidents on assets
• improve response capacities and shorten time response

CTMS is the cybersecurity user interface of the SAFECARE global solution for 
monitoring cyber threats.

CTMS centralizes and monitors the alerts from the IT, BMS and 
medical networks, displays information in an organized way and 
provides user-friendly interfaces to SOC analysts and operators
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Cyber Threat Monitoring System
CTMS interoperates with the following subsystems:
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Cyber Threat Monitoring System

Alerts and incidents handling system 
(based on Cymerius)

Based-graph visualization of assets 
relationships (based on Linkurious)
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Building Threat Detection 
System (BTDS)
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Building threat detection system – Objectives 

• Detect cyber-security events 
concerning the safety of Building 
Management Systems in 
healthcare

• Forward detected events to CTMS

• Forward detected malicious files 
to AFAS

Leader: 
FORESCOUT

Contributors:
AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Building threat detection system - Solution

• Monitoring Interface
• Asset Inventory
• Vulnerable Devices
• Security Alerts

• Detection Modules
• Signature-based
• Anomaly-based
• Malformed packets
• Port scan
• Man-in-the-middle

• Protocol Support
• Standard and proprietary 

protocols used in BMS and 
healthcare 

• E.g.: BACnet, LonWorks, 
Tridium, DICOM, HL7, ...

Leader: 
FORESCOUT

Contributors:
AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Demo – Asset Inventory 
Leader: 

FORESCOUT
Contributors:

AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Demo – Vulnerable Devices  
Leader: 

FORESCOUT
Contributors:

AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Demo – Vulnerable Devices  
Leader: 

FORESCOUT
Contributors:

AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Demo – Anomaly-based Detection  
Leader: 

FORESCOUT
Contributors:

AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Demo – Signature-based Detection  
Leader: 

FORESCOUT
Contributors:

AIRBUS, CSI, 
ENOVACOM

M9-M28  
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Demo – Signature-based Detection  
Leader: 

FORESCOUT
Contributors:

AIRBUS, CSI, 
ENOVACOM

M9-M28  
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IT Threat Detection System 
(ITDS)
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IT Threat Detection System

SOC's analysts:
• correlate information 
• understand threats
• improve response capacities and shorten time response
• mitigate the consequences of attacks, especially in case of large data and 

APT.

ITDS is a keystone system of the SAFECARE ecosystem
• Part of the threat detection systems of the SAFECARE global solutions 

and belongs to the cyber security tools set

ITDS concentrates the functions to detect security events.
• offers both common non-supervised IDS/IPS methods and 

innovative supervised ML methods
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IT Threat Detection System
ITDS interoperates with the following subsystems:
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IT Threat Detection System

Network threat detection engine 
(based on Suricata)

Correlation engine (based on Graylog)
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IT Threat Detection System
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ML Engine
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Suspicious Behaviour Detection System 
(SBDS ) 

and  
Intrusion and Fire Detection System (IFDS)
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Architecture diagram for SBDS and IFDS

• Video analytics component
• Rule engine
• Video Management System (VMS)
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Physical threat examples

Weapon

Loitering

Crowding

Fir
e

Tailgating
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Alarms visualized for users
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Simulation demo - Fire
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Simulation demo - Tailgating
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Data Detection System
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EBIOS methodology has been used for scenario definition and risk assessment…
 https://club-ebios.org/site/en/ebios-generic-approach/ 

Scenarios of threat

Scenario 1 - Cyber-physical attack targeting power supply of the hospital;

Scenario 2 - Cyber-physical attack to steal patient data in the hospital;

Scenario 3 - Cyber-physical attack targeting the population, IT systems and medical

devices in the hospital, and patient data base;

Scenario 4 - Cyber-physical attack targeting the air-cooling system of the hospital;

Scenario 5 - Shooting, explosive or sabotage in critical places (visible or invisible);

Scenario 6 - Theft at hospital equipment, access to hospital network and IT systems;

Scenario 7 – IoT medical wearable devices (outside / inside);

Scenario 8 - Distributed management over buildings, considering external 
stakeholders 

Scenario 9 - Cyber-physical attack to block national crisis management.

Step 1. 
Strategic 
approach

Step 2. 
Technical 
approach

Step 3. 

Critical assets 
identification

Step 4. Risk 
mitigation
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DXL server

Wonderware

Overall architecture of Marseille Demo

RPI

Internet

Local network

MQTT
client

Modbus 
server

Temperature 
sensor

Current 
sensor

Hospital 

Environment
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Data acquisition modules

The main goals of each module are: 
• Security

• Modularity

• Ease of installation

Module 1 Module 2

12/10/2021 email: anais.sachian@beia.ro



Temperature Sensor

• The DHT11 has a humidity and a  temperature sensor incorporated. 
• Cost effective
• Easy to replace

• This is a common use device that has a dedicated inbuilt 8-bit 
microcontroller 
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Current Sensor

• Cost effective
• Easy to replace
• Modular

• The current sensor which was used is SCT013000. 
• A noninvasive sensor with a range of detection of 100A. 
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Hardware Design for Marseille Demo
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Tested parameters for the APHM demo 
scenarios

Power Surge
Monitored 
Device Off

Fire
Sensor 

Replacement

12/10/2021 email: anais.sachian@beia.ro



Secure MQTT Architecture with BTMS 
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Test platform and pilots
Test Platform

Pilots

TurinMarseille Amsterdam
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Thank you for your attention!
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