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Demonstration of integrated cyber-physical security solutions in
a healthcare environment
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Enisa Threat Landscape - 2020

__Findings

4%_ of breaches were caused by physical actions*

20%_ of cybersecurity incidents started or
ended with a physical action”

5 h_ most implemented malicious action on assets
was physical attacks on ATMs*

54%_ of data breaches across all sectors
included a physical attack as the main method

48%_ of IT managers use cloud-based video
surveillance or access controfF

72%_ of employees consider leaving sensitive

information in publicly accessible areas the most
serious threat to data security*

65 %_ of over 1.000 employees surveyed reported

behaving in ways and adopting practices identified . .
as risky for physical security* https://www.enisa.europa.eu/publicat

ions/physical-manipulation-damage-th
/\7' eft-loss




SAFECARE Global Architecture

4 )
(]
—'
A é%f = <~
- 1
Alerting Impact Central HAMS
system propagation Database
ﬁ
Data Exchange La¥er
( ) 4 w
Building threat Cyber threat

monitoring system monitoring system e




SAFECARE Incident

According to the NIST (Stouffer, Falco, & Scarfone, 2011),
an incident is “an occurrence that actually or potentially
jJjeopardizes the confidentiality, integrity, or availability of a
system”

Inside SAFECARE, an incident consists of a set of security
events verified by a human operator(guard or SOC
operator) and forwarded as a unique message to systems
that can evaluate the potential impacts of the incident and

triggers automatic alerts.




Data Exchange Layer & Central Database

@



Data Exchange Layer Internal
Architecture

SAFECARE
application

client

Internal network

Client Auth
X.509

MQTT broker o) SAFECARE
' MQTT Internal
client "2 pplication

Jboss — RESTEasyv - Java

MQTT client

Update module

SQL (UPDATE)
sQL (INSERT)




Impact propagation and decision support
model

& A modular ontology that represents the assets, their relations with
other assets, as well as incidents, protections, impacts and risks;

* An impact propagation rules engine to infer from the knowledge
base a list of impacted assets and the corresponding impact score;

& A methodology to analyse threat scenarios (based on the integration of
the EBIOS and Bow-Tie methodologies) to improve the set of
propagation rules and test and validate the generated impacts



Impact propagation and decision support
model
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Threat Response and Alert System

©

Safecare <safecare@surycat.io>
A O Guillaume Gaudel
A Social engineering alarm is in progress on Doctor Mario Rossi. It is a Integrity alarm, located ROOM-4 First aid entrance.

‘category': None}]}]

[SAFECARE] Impact score: 0.8! Social engineering, Integrity, ROOM-4 First aid entrance

Impact score : 0.8 ! [{'id": "4ELp1I7p3V25i57f7tBgxk’, 'name’: 'Guillaume', 'phones': [{'type": 'professional’, 'number’: '+33788689288'}], 'emails': [{'type": 'professional’, '
[], 'created_at": '2020-06-15T14:20:49.921330+00:00', 'updated_at': '2020-09-30T12:47:02.267929+00:00", "tags": [{'id": '61dcrNLWMzThLCzjzcCmz9', 'name': '[DEMO] Groupe démo", 'slug': 'demo-groupe-demo’,

| © Répondre | %) Répondrestous | —> Transferer

dim. 13/12/2020 12:38

, 'address": 'ggaudel fr'}], 'places’:

Orange F 13:08 N =l 18%8

< 38691 L Q

Ajouter aux contacts Bloquer le numéro

dimanche 13 décembre 2020

[SAFECARE] A Social engineering

alarm is in progress on Doctor S;u_r.y,c-zat
Mario Rossi. It is a Integrity alarm, alert
located ROOM-4 First aid entrance. e

Impact score: 0.8! message
Answer 1 to acknowledge receipt.
[20201213113441] i
Stakeheldern
12:35 AECK
Thank you for your positive Sunycat
response.

s ACK




Hospital availability mana
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Hospital availability management system
(HAMS)
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E-health security risk management
model

O ————

& E-health security risk management model leverage the BowTie method
in combination with EBIOS to develop and update risk models for
medical devices

& It is integrated with the SAFECARE system via E-health device security
analytics, that can receive and correlate the impacts messages with
alerts coming from e-health devices. This analysis validates the model
and can result in an update of the security risk model.




E-health security risk management

model
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Thank you !

More details available on:
- Our website: https://www.safecare-project.eu/
- Twitter: @SafecareP
- -LinkedIn: SAFECARE Project

Francesco Lubrano
francesco.lubrano@linksfoundation.com




