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AND CYBER
SECURE
EUROPE

Our mission is to
achieve a high
common level of
cybersecurity across
the Union in
cooperation with the
wider community
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HEALTHCARE UNDER ATTACK

> Wana DecryptOr 20

Payment will be raised on

5152017 12:36:07

Time Left

Your files will be lost on
5192017 12:36:07

Time Left

ContactUs

QOoops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
our tlecn'pllun service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to subsit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 dars. you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.
How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

116p7UMMngoj1pMvkpHijcRAfJNX6LrLn
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- 150+ countries

- 230K+ computers

- Significant impact on
NHS!

o Computers
o MRI scanners

o Blood storage refrigerators
o Etc...



EHEALTH CYBERSECURITY —

b increase in software supply chain attacks
*600% increase of attacks on loT devices, 29% on

= ICS

European

e *46% increase in ransomware variants
*Surge in crypto-mining malware hijacking
processing power

Source: Infoblox - Cybersecurity in Healthcare, 2019

* Confidence in response: 92% up from 82% two

years ago Healthcare Data Breach Costs Highest of Any
* Patching: 87% claim to frequently patch systems Industry at $408 Per Record

* Investment: More healthcare organizations Home  WesthcarsCybersecuty fesiicrs el each Costs Hoest of Any sty
(28%) are spending 11-20% more on Source: IBM, Cost of a Data Breach, 2018
cybersecurity than in 2017

* Outdated systems: Number of devices running  Cyberattack hits 4 Romanian hospitals
on Windows XP has fallen from1in 5to1in 10 By CARMEN PAUN | 6/20/19, 12:55 PM CET | Updated 6/20/19, 3:22 PM CET

Source: Infoblox - Cybersecurity in Healthcare, 2019

L 4 , Managing Editor X .
June 14,2019 Share this article

Vulnerabilities allow S
attackers to take over ., . ispereky 201
infusion pumps

*
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CYBERSECURITY IN THE PANDEMIC

Increase of _ Coordinated EU efforts
COVID-themed phishfnypercrime &
attacks ransomware against

h oS p Ita I §{ackers accessed vaccine documents in
cyber-attack on EMA

thhuanla 8 DUth health b 0 dy comes under Cyb cr Papers relating to Pfizer/BioNTech vaccine reportedly targeted in
attack attack on European Medicines Agency

updated

| {31

Hackers targeted EU Commission to infiltrate
coronavirus vaccine ‘cold chain’

Attacks were likely state-sponsored, says US tech giant IBM.

Belgian coronavirus test lab hit by cyberattack

Hackers reported to demand a ransom to unblock computers at Antwerp facility.
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THE NIS DIRECTIVE
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NIS COOPERATION GROUP

NIS Cooperation group

Chair: Rotating with EU presidency ',-.'. !
Secretariat: European Commission :..' N | S
Biannual work program o COOPERATION

. GROUP B

Multiple work streams on different topics:

WS1: OES WS2: OES Security WS3: Incident reporting WS4: Cross-border WSS5: Digital service
Identification criteria measures (led by RO) dependencies providers
(led by DE) (led by FR) (previously NL/PL) (led by EE) (NL previously IE)
WS6: Cybersgcurlty of . WS7: Large scal'e WSS: Energy sector WS9: Nathr?a!I Cyber WSlO: Digital
EP elections incidents (blueprint) (led by AT) capabilities infrastructure
(led by EE/CZ) (led by FR/ES) (led by AT/UK) (led by PL)

WS on 5G
cybersecurity
(FR/CZ/NL/FI/NL/SE/RO)

WS12: Health Sector
(led by PT)

ENISA supports all work streams with drafting,
research, analysis, surveys, exercises, etc.

*
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MEDICAL DEVICES REGULATION

* *
= -
* * - E
Medical Device
Medical Device Coordination Group Document MDCG 2019-16

- B
* 4K

European
Commission

Medical Devices Regulation

EU MDR

ITS . MDCG 2019-16
° ecurity Guidance on Cybersecurity

. for medical devices
requirements

pre-market and

December 2019

post-market

e Incident reporting for
MD security incidents

e MDR Cybersecurity
Task Force
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EHEALTH — ENISAACTIVITIES

Smart Hospitals

Securmy and Resilience for Smart Health Service and

infrastrucrures PROCUREMENT GUIDELINES CLOUD SECURITY
FOR CYBERSECURITY IN FOR HEALTHCARE
HOSPITALS SERVICES
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CLOUD SECURITY FOR

HEALTHCARE SERVICES

* Policy context
* Cloud security considerations
« Data protection considerations

« Use cases

. CLOUD SECURITY
Measures FOR HEALTHCARE
SERVICES

NOVEMBER 2020

x *
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CLOUD SECURITY FOR

HEALTHCARE SERVICES —
USE CASES

« UCA1: Electronic
Health Record

« UC2: Remote
Care - COVID19

« UC3: Medical

Device software

HEALTHCARE ORGANIZATION
NETWORK

* *
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CLOUD SECURITY FOR
HEALTHCARE SERVICES —

MEASURES

« 17 Security
Measures

* Application per
Use case

« Data protection

considerations

SM-09

‘ Enable data encryption for data ot rest and data in transit

Ensure data in the Cloud service provider’s location is encrypied during the whole data ife cycle (creation, storing, using. shaning,

archiving, deleting)

Review the Cloud provider's encryption pracices 10 ensure they meet the required encryplion level, are compatible with other
cryplographic protection, and meet regulatory requirements

Ensure data transfer from and to the Cloud service for all iIncoming and oulgoing connections is encrypled

(note for the author. Encryplion in fransil is always a shared responsibility- the Cloud customer needs 1o take the appropriate
measures to ensure that encryption will function property (i.e. provider or patient using outdated browsers with known
vulnerabiliies in encrypbion protocols vill result info breaking the encryption measures applied by the CSP)

Reference to Good Practice Procurement

GP 10. Encrypt sensslive personal data at rest and in transd

Application to Use Case

Use Case 1

X

Use Case 2

X

Use Case 3

X

Cloud Customer

Responsibility
Cloud Service Provider

X

X

X

x

x

x

Additional data protection considerations
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Ensure data at rest

including backup and
data-in transit is

encrypted. Advise on
chent side encryplion

Ensure data-in transit is
encrypled. Advise on
client side encryption

Ensure data at rest
including backup and
data-n transdt is
encrypted. Advise on
chent side encryption

*
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CLOUD SECURITY FOR

MEASURES

SM-01 Identify
security and data
protection
requirements

SM-06 Auditing,
logging and
monitoring

SM-11 Data
portability and
interoperability

SM-02 Conduct a

risk assessment and

data protection
impact assessment

SM-07 Implement
vulnerability and
patch management

SM-12 Client and
endpoint protection

SM-16 Review
isolation between
tenants
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SM-03 Establish
processes for
security and data
protection incident
management

SM-08 Manage
assets and classify
information

SM-13
Authentication and
access control

IEALTHCARE SERVICES -

SM-04 Ensure

business continuity

and disaster
recovery

SM-09 Enable data
encryption for data at

rest and data in
transit

SM-14 Information

security awareness,

education and
training

SM-17 Physical and
environmental
security

SM-05 Termination
and secure data
deletion

SM-10 Ensure
security of encryption
keys

SM-15 Network
Security




OTHER RELATED ENISAACTIVITIES

NEWS ITEM
Call for Expression of Interest - eHealth Security
Experts Group

The EU Agency for Cybersecurity launches this call for participation with the aim to
i erts to join this expert group that focuses on eHealth Security.

nnnnnnnnnnnnnnnnnnnnnnnnnn

“aa*
Cyber Europe 2026 20217?

eHealth Security Experts Group 6 eHealth Security Conference

WORKING TOGETHER
TOWARDS SECURE
eHEALTH

Annual eHealth Security Conference
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THANK YOU FOR YOUR
ATTENTION

European Union Agency for Cybersecurity
Vasilissis Sofias Str 1, Maroussi 151 24
Attiki, Greece

F] +3028 14 40 9711

@ info@enisa.europa.eu

& www.enisa.europa.eu



